2007 Workshop on the Economics of Information Security


A Framework for Classifying and Comparing Models of Cyber Security Investment to Support Policy and Decision-Making
 
Rachel Rue, Shari Lawrence Pfleeger and David Ortiz
RAND Corporation

1200 South Hayes Street

Arlington, Virginia 22202-5050

Rachel_Rue@rand.org, Pfleeger@rand.org, David_Ortiz@rand.org 
Abstract

The threat to cyber security is real and growing.  Organizations of all kinds must take protective measures, but effective resource allocation is difficult. This situation is due in part to uncertainty about the nature and severity of threats and vulnerabilities, as well as the effectiveness of mitigating measures. A variety of models have been proposed to aid decision makers.  We describe a framework to analyze and compare models, and illustrate our framework with an analysis of three commonly-used types of models.

Introduction
Continued uncertainty about threats and vulnerabilities compounds the difficulty of making decisions about how best to invest resources in cyber security. The sources of uncertainty in these decisions range from the shifting uses of information technology to the evolving nature of the threats.  Moreover, the consequences of not making good decisions about appropriate investment in cyber security resources becomes more severe as organizations store more and more types of information of increasing sensitivity and value. Methods of accessing the information are expanding to include a greater number of mobile and remote devices.  And the nature and extent of the costs of a cyber attack are shifting.  More methods of access to information translate into at least two situations of concern: more modes of attack and an increased probability that an attack will be successful.  Moreover, mitigating the threats by understanding the motives and goals of attackers requires cultural and political expertise that often does not reside within organizations. 

Given the challenge of ensuring cyber security under conditions of uncertainty, how can organizations determine appropriate measures to enhance cyber security and allocate resources most effectively?   Models and model-based tools exist to assist in this decision-making, but it is essential to understand which models are most appropriate for which kinds of decision support.  This paper explores the attributes of economic models of cyber security, provides a framework for evaluating whether a model is appropriate for a particular application, and illustrates the use of the framework by discussing in detail how several types of commonly-used models can be assessed and compared. The purpose of the assessment and comparison is to ensure that decision-makers use the best models for the job at hand, and to help decision-makers understand the strengths and weaknesses of each modeling technique.

Many models have been proposed to help decision makers allocate resources to cyber security, each taking a different approach to the same fundamental question.  Macro-economic input/output models have been proposed to evaluate the sensitivity of the U.S. economy to cyber-attacks in particular sectors (Santos and Haimes 2004) and the potential for underinvestment in cyber security (Garcia and Horowitz 2006).  More traditional econometric techniques have been used to analyze the loss of market capitalization after a cyber-security incident (Campbell et al. 2003).  Methods derived from financial markets have been adapted to determine the “return on security investment” (Geer 2001; Gordon and Loeb 2005; Willemson 2006).  Case studies of firms have been performed to characterize real-world decision making with respect to cyber security (Dynes, Brechbuhl, and Johnson 2005; Johnson and Goetz 2007; Pfleeger, Libicki and Webber 2007).  Heuristic models rank costs, benefits, and risks of strategies for allocating resources to improve cyber security (Gal-Or and Ghose 2005; Gordon, Loeb, and Sohail 2003).  Because investing in cyber security is an exercise in risk management, many researchers have attempted to characterize behavior through a risk management and insurance framework (Baer 2003; Conrad 2005; Farahmand et al. 2005; Geer 2004; Gordon, Loeb, and Sohail 2003; Haimes and Chittester 2005; Soo Hoo 2000; Baer and Parkinson 2007). Recognizing that potential attackers and firms are natural adversaries, researchers have also applied methods from game theory, and developed real games, to analyze resource allocation in cyber security (Gal-Or and Ghose 2005; Horowitz and Garcia 2005; Irvine and Thompson; Irvine, Thompson, and Allen 2005).  


Each model is based on a different set of assumptions regarding:

· The characteristics of information systems, 
· The motivations of organizations to protect information, 
· The goals of attackers, and 
· The data required for validation.

Thus, no single model by itself can provide a comprehensive approach to guide investments in cyber security.  Indeed, it is often unclear how a particular model for cyber security can be used in practice, using actual instead of theoretical data to support corporate or organizational decision makers.  Rather than expecting a decision maker to rely on a single, comprehensive model, we propose that decision makers and their organizations understand how to evaluate and use several models in concert, either to triangulate and find an acceptable strategy for investing in cyber security, or to address multiple aspects of a larger problem.

The framework we describe below can be used for assessing and comparing the value of different models in light of these several needs.  Our framework is inspired by and extends two approaches used successfully in other venues to evaluate the appropriateness of decision support models: Morgan and Henrion’s (1990) framework for quantifying uncertainty in policy-based economic models, and an accounting framework previously used to provide guiding principles for formulating and evaluating policies affecting greenhouse gas emissions (The GHG Protocol for Project Accounting 2005).
 

The remainder of the paper is organized in three sections.  The first section describes the framework for comparing economic models of cyber security.  The second section illustrates the framework’s utility by applying it to three commonly-used cyber security economic models.  The third section concludes with observations on broader application of the framework.

Approaches to Modeling Cyber Security for Policy

Classifying Models

This section provides a framework for classifying and comparing economic models of cyber security.  A model is an abstraction of real world phenomena.  In its simplest form, a model transforms inputs to outputs via a mathematical or logical relationship.  For example, Hooke’s Law states that the opposing force of a spring (output) is proportional to the displacement of the spring from equilibrium (input).  The mathematical relation simplifies the complex physical phenomenon relating stress and strain to a single equation, and is valid within a margin of error for a range of displacements.  This type of model is fairly straightforward, in part because there are few variables, and in part because variable values are easily measured.  Because economic models attempt to characterize human decision-making, such models tend to be complex. They necessarily make several kinds of assumptions about the human context, often to simplify the situation, enabling the understanding of key relationships. 
The type or form of a model is its mathematical structure and overall approach.  The structure determines what kind of inputs are needed, how computationally complex it is, whether it is deterministic or stochastic, and so on.. The overall approach is reflected in the choice of features and relationships, and in the way the model is applied. That is, we can glean the approach by looking at which features of the world are represented as essential, and whether the model is meant to be used (for example) to calculate exact outputs, to compare features of different scenarios, or to explore what happens when parameters are varied. 

The model’s intended use determines the assumptions to be made about the motivation and goals of the decision-maker. Some models are aimed at the firm, which may be contemplating (for example) the purchase of cyber-insurance; others are aimed at policy-makers, who are attempting to deploy limited resources to combat threats to the information infrastructure.  But applying even a well-defined model at the enterprise level can be difficult because within a firm there may be different and conflicting goals, and different estimates of costs and benefits.  Decision makers within organizations have heterogeneous perceptions of threats and risks.  For example, departments specializing in information technology often think in terms of preventing, detecting, and responding to specific types of attacks.  However, they often neglect the challenge of resilience in the face of attacks and information recovery after successful attacks; it is a difficult management, legal, and customer service challenge to determine the best strategies for maintaining operations when critical information is stolen, corrupted, inaccessible, or destroyed.  
Assumptions are also made about the inputs and parameters used in the model. They are sometimes not well understood, difficult to quantify, or both, so simplifying assumptions are made about the mathematical form and values of relevant inputs and parameters. Most models have a set of parameters that need to be estimated before they can be applied; for example, to calculate the value of a financial option, one must know the volatility of the underlying asset and the risk free-rate of return.  To illustrate the importance of these assumptions, consider that stock options and derivative financial instruments are priced based on the presumed behavior of an underlying asset, typically a stock or commodity (Hull 1997).  “Real” options propose using the same analytical methods for different assets, typically those not traded on an exchange.  The assumptions regarding the behavior of a stock over time, which hold true only under certain circumstances in financial markets, might not apply to the new asset in a “real” options framework, a difference that the builder of the model, and the policy maker taking its advice, need to consider.  
In addition, a model makes assumptions to simplify phenomena and to focus attention on critical behaviors: Leontieff models assume that economic outputs are related linearly to economic inputs; this assumption allows more detailed study of the relationships among these factors, but only for small relative changes in their values.  The assumption of linearity is necessary to make the model computationally tractable, but it limits the economic scope within which the model is valid.  Most models require simplifying assumptions about the mathematical form of functions used in the model; these assumptions limit the domain of applicability of a model.  For instance, Leontieff models are applicable where changes in input values are relatively small; similarly, linear models of springs are valid only for a specified range of displacements.  
An additional difficulty in choosing an appropriate model for a given type of decision is that often the relevant data are not available. Models are useful only when there are valid and appropriate datasets to inform them. Historical data are often needed to show that a given type of model, with all of its simplifying assumptions, has in fact been useful in the past, and under what conditions it has been useful.  Highlighting the data required to validate the use of a model can assist researchers in understanding which data sets should be solicited with surveys, interviews and automated tools.  
Together, the assumptions made by a model, the data needed to support it, and its domain of applicability determine the types of decisions that the model supports, and the conditions under which the model may be applied to other situations.  Thus, when deciding which model(s) to use, we want to explore the characteristics that show their purpose, application, requirements for data, and sources of uncertainty.  By modifying the approach of Morgan and Henrion (Morgan and Henrion 1990), we have built Table 1, below, to list characteristics that will be helpful in classifying models of cyber security economics.  

Table 1: List of characteristics that are used to describe cyber security economic models.

	Characteristic
	Description

	Type or form
	The class of model and its mathematical structure

	History and previous applications
	When and for what purpose the model was originally developed and where it has been applied successfully

	Underlying assumptions
	Includes simplifications made to enable easier application

	Decisions that the model supports
	The types of decisions that a decision-maker would be able to substantiate through proper application of the model

	Inputs and outputs
	The quantities or attributes that the model manipulates

	Parameters and variables
	Elements that affect the way in which the model transforms inputs to outputs

	Applicable domain and range
	Temporal and physical ranges of inputs, outputs, parameters, and variables that the model describes

	Supporting data
	Evidence that the model accurately represents the phenomena of interest


Comparing Diverse Models of Investment in Cyber Security

The entries in Table 1 characterize a given model, and can be used to compare models with each other, particularly for suitability for a given task.  In addition we have found it useful to articulate a set of guiding principles, expressed as questions about each model, to be applied in evaluating and comparing models, as well as in developing and making use of them. These principles are suggested by a methodology used to compare different projects in terms of greenhouse gas (GHG) emissions reduction (The GHG Protocol for Project Accounting 2005).  Although the GHG protocol may seem a strange choice, there are in fact underlying similarities. We know that cyber attacks have adverse economic effects, and that specific compelling examples exist to suggest particular actions in very particular circumstances.  But the complete nature of the vulnerabilities, threats, and risks to a system is uncertain.  In the same way, greenhouse gases involve vulnerabilities, threats and risks that require a system-wide analysis. In both cases, comparing alternatives requires a consistent and transparent methodology. The goals of a cyber security economic comparison are: 

· To enhance the credibility of economic models of cyber security by applying common accounting concepts, procedures, and principles, and

· To provide a platform for harmonizing different project-based modeling initiatives and data collection programs.

The baseline scenario is the canonical set of inputs, outputs, parameters, and variables that a model describes.  The baseline scenario is commonly referred to as the “business as usual” case and is the one in which no action is taken by decision makers.  Changes to inputs, values, and parameters represent (depending on the model) actions, investments in cyber security, emerging threats and vulnerabilities, or cyber security events.  The change in the outputs from the baseline scenario illustrates to the decision maker the value of one course of action over another.

The principles described below also enable us to compare the forms of the outputs.  All outputs have common temporal and quantitative characteristics.  For example, the outputs of game theoretic models are strategies, and the outputs of insurance-valuation models are probabilistic descriptions of returns.  By comparing the change in outputs from the baseline scenario, we can assess the performance of particular policies.  The fidelity of the output to existing data and the relevance to actual decisions are essential.  A key purpose of comparing models is to put them in a real-world context. The questions below enable us to contrast one model with another along several dimensions, each of which emphasizes the model’s appropriateness for its intended use. Thus, the questions highlight the significance of model characteristics; they also helps to reveal gaps between models and the scenarios in which they are intended to be used. Making more explicit the strengths and weaknesses of each model, the model evaluation and comparison enable model developers and model users to understand the best ways to assemble needed data, run models, and present output and conclusions.
· Is the model relevant? Does the model use data, methods, criteria, and assumptions that are appropriate for the intended use of reported information? The quantification of inputs and outputs should include only information that users (of the models and of the results) need for their decision-making. Data, methods, criteria, and assumptions that can mislead or that do not conform to carefully defined model requirements are not relevant and should not be included.


· Is the model complete? Does the model consider all relevant information that may affect the accounting and quantification of model inputs and outputs, and complete all requirements? All possible effects should be considered and assessed, all relevant technologies or practices should be considered as baseline candidates, and all relevant baseline candidates should be considered when building and exercising models. The model’s documentation should also specify how all data relevant to quantifying model inputs should be collected. 

· Is the model consistent? Does the model use data, methods, criteria, and assumptions that allow meaningful and valid comparisons? The development and use of credible models requires that methods and procedures are always applied to a model and its components in the same manner, that the same criteria and assumptions are used to evaluate significance and relevance, and that any data collected and reported will be compatible enough to allow meaningful comparisons over time.

· Is the model transparent? Does the model provide clear and sufficient information for reviewers to assess the credibility and reliability of a model and the claims derived from it? Transparency is critical, particularly given the flexibility and policy-relevance of many decisions based on the models’ outputs. Information about the model and its usage should be compiled, analyzed and documented clearly and coherently so that reviewers may evaluate its credibility. Specific exclusions or inclusions should be clearly identified, assumptions should be explained, and appropriate references should be provided for both data and assumptions. Information relating to the model’s “system boundary” (i.e. the part of the problem addressed by the model)
, the identification of baseline candidates, and the estimation of baseline data values should be sufficient to enable reviewers to understand how all conclusions were reached. A transparent report will provide a clear understanding of all assessments supporting quantification and conclusions. This analysis should be supported by comprehensive documentation of any underlying evidence to confirm and substantiate the data, methods, criteria, and assumptions used.

· Is the model accurate? Does the model reduce uncertainties as much as is practical? Uncertainties with respect to measurements, estimates, or calculations should be reduced as much as is practical, and measurement and estimation methods should avoid bias. Acceptable levels of uncertainty will depend on the objectives of the model and the intended use of the results. Greater accuracy will generally ensure greater credibility for any model-based claim. Where accuracy is sacrificed, data and estimates used to quantify a model’s inputs should be conservative.

· Is the model conservative? Does the model use conservative assumptions, values, and procedures when uncertainty is high? The impact of a model should not be overestimated. Where data and assumptions are uncertain and where the cost of measures to reduce uncertainty is not worth the increase in accuracy, conservative values and assumptions should be used. Conservative values and assumptions are those that are more likely to underestimate than overestimate changes from the baseline or initial situation.

We add an additional criterion to the GHG Protocols:

· Does the model provide insight?  Does the model state clearly the nature of the insights that are provided by the model? Models may in some cases not serve to generate a specific result, but rather to provide a means for decision makers to better understand and gain additional useful insights into the complex problems they face. Thus, the fact the answer is ‘2’ is far less important in some cases than that the model offers additional understanding of complex interactions.
Applying the Framework to Economic Models

Models of a wide variety of types have been constructed to represent various aspects of the economics of information security.   For example, the 2006 Workshop on the Economics of Information Security included presentations using beta binomial models, one-factor latent risk models, multivariate regression models, and a two-stage non-cooperative Cournot game.  To illustrate the utility of the framework presented in the previous section, we have chosen three specific model types to analyze and explore:
· An accounting model.  Gordon and Loeb’s application of accounting principles to cyber security economics to determine optimal investments in cyber security. (Gordon and Loeb, 2002) Its output is the marginal rate of return on security investment. Based on assumptions about the form of the security function, Gordon and Loeb conclude that, in many natural situations, it makes economic sense to invest only a fraction of the value of an information asset in controls to protect it.

· A game-theoretic model. Varian’s game theoretic model to explore situations in which a system is used by many individuals, but individuals make self-interested choices about how much effort to expend in order to keep the system running. (Varian, 2004) If each individual organization commits resources only to maximize its own net benefit, the resulting distribution of costs and benefits may deviate from what is socially optimal. In addition to demonstrating that this result occurs in a number of natural cases, he uses the model to evaluate several proposed policy changes that change individual cost functions so as to make the amounts of individually optimal investments equal to what they would be in the socially optimal case.

· An input/output model.  Andrijcic and Horowitz’s input/output model to estimate the macroeconomic effects of intellectual property theft on the U.S. economy. (Andrijcic and Horowitz, 2004) It combines a model of probable foreign sources of intellectual property theft, an equity model, and an input/output model of the effect of terrorism on the U.S. national economy developed by Santos and Haimes. (Santos and Haimes, 2004). The model is applied to data from the U.S. Bureau of Economic Analysis.  
In what follows, we analyze and compare each of the three models using the framework described in the previous section.  The analysis addresses what is omitted from the models, the difficulty in estimating inputs, and the assumptions that are not likely to be met in the real world.  This analysis is meant not as a criticism of individual research papers but rather as examples of how the research must be enhanced before the models will be ready for practical use by corporate executives.    
To enable ease of comparison, we begin our analysis by clarifying our terminology  Both the accounting model and the game-theoretic model define a function that takes security expenditures as input and produces increased security levels as output.  This type of function occurs regularly in economic models of cyber security. We call any such function a security function.
Accounting Model

The inputs to the accounting model are:

· A division of all information controlled by an organization into disjoint information sets,

· For each information set, an estimate of its value (i.e., the cost to the organization if it is damaged, stolen, or otherwise abused),

· For each information set, an estimate of its vulnerability, and

· The mathematical form of the security function.

Discussion of inputs:

Disjoint information sets. The input to the model is actually a single information set. This presupposes that an organization has been able to divide its information into disjoint sets in a way appropriate to the model. Guidance is required as to what criteria should be used to define the sets. Should a set be defined by the value of the pieces of information in it? (Gordon and Loeb suggest that it may make sense to divide information into low, medium, and high value sets.) Should it be defined in terms of connectedness or access? Should a set be defined in terms of the threats to which it is susceptible? Which of these ways allows the model to work best?  Are there some threats for which the model is invalid? The answers depend both on the mathematical structure of the model and on empirical facts about the way attacks are targeted and spread through information systems.  Both the structure and facts must be well-understood for the model to be used appropriately. 

Value of information sets. Value can be very difficult to estimate.  Some organizations have made such estimates, but most (especially small and medium sized organizations) have not.  A conservative use of the model requires that the organization proposing to use the model provide some confidence level and margin of error attached to the value estimates.  Additionally, the model’s developers need to quantify how much the confidence level and margin of error of the output vary as a function of the confidence level and margin of error of the inputs. 
Vulnerability of information sets. The vulnerability can also be very difficult to estimate.  Because there are no reliable methods for estimating vulnerability, its value depends, among other things, on the changing threat landscape, on whether the particular organization is a favorite target, and on the architecture and access protocols of the information systems being protected. Transparency requires that the methods used to make these estimates be spelled out, by the users if not by the model makers, and a level of confidence and margin or error must be assigned to them.  

Form of the security function. Gordon and Loeb make a number of assumptions about the security function. Then, they prove that for two classes of functions meeting their assumptions, the optimal amount to invest to protect an information set is no more than 1/e (roughly 37%) of the potential loss from a successful attack. They conjecture that the 1/e fraction applies to all security functions meeting their assumptions.  Willemsen (2007) describes a function meeting Gordon and Loeb’s assumptions that forces expenditures of close to 50 percent of the potential loss. Further, by relaxing the assumptions slightly in a natural way, Willemsen shows that there are security functions that result in optimal spending levels close to 100 percent of the potential loss. This demonstration illustrates the potentially dramatic effects of simplifying mathematical assumptions.

To enable extension of their model from the two specific classes of functions to more general use, two essential questions must be answered: 

· What reason is there to believe, intuitively or empirically, that these function classes capture a significant fraction of real-world situations?

· In what contexts have the classes been used before? Are they common to economic analyses? Have they been used to good effect in the past?

Without good empirically-based answers, the model cannot be extended with any confidence in the results.
The outputs from the accounting model are:

· The marginal rate of return on additional security investment to protect any given information set.   Return is defined as increased security.

· The optimal amount to invest in securing a given information set, defined as the (unique) point where the marginal rate of return drops to zero.

Discussion of outputs: 

Marginal rate of return. Needless to say, the accuracy of the marginal rate of return output by the model depends on the accuracy of the inputs and the fidelity of the security function.  We discussed the assumptions about the mathematical form of the function above, when we addressed the model’s simplifying assumptions.  However, there are additional questions to be answered, about what data are relevant to the formulation of the security function.  What affects the rate of return?  The model assumes that the primary factor is threat reduction.  Approximating this reduction is as difficult as estimating the baseline level of threat, or perhaps more so. But even after the reduction is estimated, there are additional factors to consider.  For example, suppose that, based on the an initial formulation of the security function, a decision-maker decides to spend nothing.  In this case, the model assumes that the threat level will not change.  In some cases, this assumption may be true.  However, there are many scenarios in which such an assumption may be badly flawed. For instance, when an organization or its product is highly visible, there may be a great deal of public scrutiny of the resources it devotes to security. In such a situation, if the organization spends nothing, it may acquire a reputation for having bad or inadequate security.  As a result, attacks may increase, because the organization is a more appealing target than those that are perceived as actively addressing their threats.  In addition, the organization may lose market share as customers become concerned about security.  These secondary effects generated by zero or low spending levels must somehow be taken into account when the model is used.  There is more than one way to accomplish this.  The model can be revised to force levels of spending to exceed a certain threshold.  Or the model can be used in conjunction with constraints derived from considerations external to the model.  In any case, fidelity of the model to the real world requires extreme care in formulating the security function and its constraints. For transparent application of the model, the factors that go into formulating the security function must be made explicit.

Optimal spending level. One of the key assumptions about the security function is that it is continuous, increasing, and differentiable.  This description implies that any incremental increase in spending yields an incremental increase in security.  There are clear counterexamples to this, the most simple being the organization that increases spending with an increasing threat, just to maintain a given security level. That is, the organization is “treading water,” spending money just to stay in the same security place. For this reason, it is necessary to explain under what conditions a security function meeting Gordon and Loeb’s assumptions is a reasonable approximation of the real world.  For example, suppose that, because of the nature of the threats, security spending must be made in large, discrete chunks to be effective. Such a situation may obtain if a security patch must be applied to every workstation in a very large organization.  In this case, a small spending increase may yield nothing at all in the way of increased security, whereas a large spending increase may yield substantially better security.  Here, the security function is more akin to a step function than to a smooth curve, and the mathematics of the Gordon and Loeb model do not work out. In particular, there may be more than one point at which the marginal rate of return is zero; the model’s claim of a single optimum spending level that can be derived from the marginal rate of return is no longer true. The model’s users need to understand how sensitive the model’s output is to the form of the security function. More generally, for any model, when the function fails to adequately reflect the world situation, is the output always misleading?  Can it sometimes be informative despite the lack of the security function’s fidelity?  

Assumptions about the security function
Based on our discussion of the security function, we can make explicit several of its assumptions:
· Security, or expected security, is an increasing function of resources expended.

· In particular, if no resources are expended, security will not worsen.

· The security function is continuous and differentiable.
· The probability of security failure asymptotically approaches zero as investment increases.

Other assumptions
There are other, related assumptions that should also be made explicit:
· The resources available to any individual or organization to spend on information security have a finite upper bound.  Similarly, the potential loss due to failure of information systems is limited.

· A decision about security investment can be made by looking at the security environment at a single moment in time.  In other words, the model is a one-period model.

· There is a single threat to each information set.

· Security investments can reduce vulnerability but not the degree of threat.

Discussion of assumptions

We discuss these assumptions in turn, because changes to each one can have dramatic effects on the model’s output.
The security function is continuous, increasing, and differentiable.  One implication of these assumptions is that any money, time, or other resources devoted to improving security will in fact result in a net improvement in security. We discussed above one problem with assuming that incremental spending increases yield incremental security increases.  But the basic assumption of an increasing security function is open to question. It is sometimes the case that money spent on security actually decreases security. For instance, if, for whatever reason, the security mechanisms purchased or implemented do not work as intended, the resulting security may actually worsen. Moreover, as with any attempt to improve software quality, the probability of system failure can actually increase when a security fault is fixed. For example, patching a security hole can uncover another fault that was not previously enabled or could not be executed. Such situations are surprisingly common, as is demonstrated when short inter-failure times occur, even at the end of data sets where long-term reliability is increasing. (Musa, Iannino and Okumoto 1990)
Thus, before a model of this type can be applied, two steps should be taken: 

· The organization should make some estimate of whether its resource expenditures have in the past improved security consistently.

· If security does not turn out to be reliably increasing with expenditures, the model should be checked to see whether the conclusions drawn from its application fail if the security function is not monotonically increasing.  

If the successful application of a model is highly sensitive to the shape of the security function, further analysis is needed. It may be that another type of function can be substituted, and a modified version of the model still used successfully.  Or it may be that the model simply will not work, and another model should be sought. 

If no resources are expended, security remains constant. This assumption is a way of isolating the analysis of the part of security that an organization can control from the part that it cannot control.  Security can worsen for many different reasons—new, more dangerous threats emerge, a company becomes a favorite target of expert hackers, physical infrastructure is damaged by a natural disaster, and so on.  This change may be no problem when applying a model; the baseline level of security is simply shifted downward.  In some cases, however, a decrease in security may be indirectly related to the spending level in a way that is not captured in the security function.  As discussed earlier, spending levels can affect a company’s reputation, which in turn can affect its security. Organizations should have some sense of whether such considerations are relevant for their situation.  If so, the security function should be altered to capture them, if the model so allows.  If not, the model must be supplemented by constraints arising from the interaction among spending levels, reputation, and security, or other constraints external to the model.

Given unlimited resources, the probability of security failure can be made arbitrarily close to zero. This example shows how an assumption that simplifies the mathematics of the model is almost always false.  But the falsity may not actually invalidate the model’s output.  Why is it generally false? Because in the real world, given existing security technology, the measures needed to reduce the probability of security failure to near-zero levels would in almost every case make it impossible for an organization to perform its core functions.  Nonetheless, the optimum spending level output by the model may not be sensitive to the function’s behavior at much higher spending levels, so there is no harm in making this assumption.

Both resources and potential damage or loss have finite upper bounds. These assumptions limit application of the model to non-global, non-catastrophic situations. In the case of a national emergency, both spending levels and potential losses are effectively unlimited. 

Security investment decisions can be made on the basis of a one-time snapshot of the security situation. It is perhaps inappropriate to call this an assumption of the model. The model outputs an optimal spending level based on a one-time evaluation of the security situation. It does not actually assume that the output can be used as the basis for more than a short-term spending plan.  Using the model effectively, in any case, requires running it iteratively at regular intervals, as often as is required to adjust to dynamic changes in an organization’s security environment.  Depending on the volatility of the security environment, it may be impossible to base long-term spending plans on this model, even if it is used iteratively.

There is a single threat to each information set. Most organizations concerned about security have a threat model that makes clear what are the likely threats, how serious they are, and what might be done in response to each.  To understand how the nature of the threats affects the output of the accounting model, consider two examples. First, suppose some capabilities are outsourced in order to shift risk away from the organization.  That shift changes both the security function and its inputs. Second, suppose that there are multiple threats, each requiring different types of security measures. This heterogeneity may force security spending to be made in large discrete chunks. As we have noted, in this situation, the security function may be discontinuous.

Security investments can reduce vulnerability but not threat. There are ways that actions by an organization may change the level and type of threat.  Investing in reputation may change the desirability of attacking the organization (up or down).  Becoming more secure may discourage recreational attackers but encourage those attackers who enjoy an increased challenge.   Some of these preventive investments are distinct from other security spending (e.g., reputation development); others coincide (e.g., when becoming more secure changes the threat model).  Using the model accurately requires somehow taking into account changes in threat consequent on security spending.

Decisions the accounting model supports:

· What fraction of the potential loss caused by a successful attack on an information set should be spent to secure it?
Discussion: The fraction of potential loss to invest is determined by the shape of the security function alone, so that determination may be made without good estimates of the value and vulnerability of information assets.  If the model is to be used to determine actual spending levels, then the accuracy of available estimates of value and vulnerability comes into play. 

Applicable domain of the accounting model:

· An organization that has information of value and resources to protect it, and in addition is able to determine

· the value of its information,

· the vulnerability of its information, and

· that the security function relating its spending to its security level can be approximated by a function meeting the model’s assumptions.
It is difficult to find empirical data as evidence that the accounting model accurately represents the phenomena of interest.  That is, the model has many simplifying assumptions and is embedded in the larger context of how each security fix affects the overall software’s quality.  This dependence on the security function must be tested using a variety of sensitivity analyses, to determine how the assumption of increasing security affects the resulting recommended security investment. Moreover, there is no evidence that the model’s applicability in the two examined cases allows interpolation to other situations. 
Summary of Accounting Model Characteristics

The accounting model is intended to give guidance about how much an organization should spend to protect the value of a given set of information.  Its results are meant to be general in form.  The model user can explore what bounds can be placed on security investment, given that the security function is a member of some class specified in the model.  Its usefulness depends critically on the fidelity of the security function, the accuracy of input quantities, and information sets being defined in such a way that the investments made to support each set are not interdependent.  It cannot be used in practice unless there are data available allowing organizations to determine the shape of their security functions ( functions relating investment to increased security), to calculate the value and the vulnerability of their information, and to classify information so that it may be divided into sets appropriate for use of the model. 

Game-theoretic Model
The inputs to the model are:

· Demarcation of systems and subsets of players supporting them

· Cost per unit of effort for each player (effort means any resource expenditure) 

· Value (benefit) to each player of the system operating successfully

· Mathematical form of the security function

· Mathematical form of the input to the security function

· Quantities to be optimized

Discussion of inputs:

Demarcation of systems and players. Just as the Gordon and Loeb accounting model placed constraints on its information, requiring division of information into discrete subsets, this model requires defining a single system and its supporting resources. If there is only one system in the universe in question, this definition is straightforward.  If, on the other hand, there are overlapping or interconnected systems whose users and supporters also intersect, then we again have several questions to ask: What criteria can and should be used to demarcate systems and the agents (players) expending resources to support them? Which criteria preserve the validity of the model output? Which render it invalid? How (and how easily) may the game be restructured to accommodate different criteria for demarcating systems? 

Costs and benefits. Both cost and benefit are quantities that may be difficult to estimate. If the cost is expressed in terms of money spent, it may be easy to determine.  But if it includes time devoted by employees, opportunity cost, and other resources, calculation is harder. The value of the system’s successful operation is a quantity similar to the value of the information set in the accounting model.  If the model were intended to be used to calculate optimal individual expenditures, the same issues regarding confidence and accuracy would apply here as in the accounting model.  However, the model is meant to be used to explore differences in optimal distribution of expenditures that result from optimizing different functions, representing different interests.  For that purpose, actual costs and benefits are not required.  In fact, assumptions about costs and benefits are treated as parameters. The model explores what happens as assumptions about costs and benefits are varied. The particular cases Varian examines are these:

· Case 1:  All costs are identical

· Case 2:  All costs and values are identical

· Case 3:  Costs and values are drawn from a probability distribution (so that the maximum and minimum cost and value become more extreme as the number of players increases, while the expected cost and value remain constant).

Similarly, the model is used to explore various policies (such as imposing fines) that may be used to close the gap between private and public interests.  It does not determine the dollar amount of fines, just the situations in which different penalty structures will be effective.

Form of the security function and its input. In the accounting model, the security model takes a dollar amount as input, and outputs an increase in security. In Varian’s game-theoretic model, the security function takes as input the number of units of effort expended. It outputs the probability that the system will operate successfully.  Describing the relevant probability function is not easy; there is no reliable method to estimate the probability that a system will fail.  As with the accounting model, some level of confidence and margin of error must be assigned to the function outputs, and the sensitivity of model outputs to those quantities must be carefully characterized.   

Unlike the security function in the accounting model, the security function in the game-theoretic model does not take as input resource expenditures input by the user.  Here, the resource expenditures of individual players are output as equilibrium strategies.  What the user contributes is a function expressing how the security of the system depends on the contributions of individual players.  In this particular model, this expression can be a version of one of three prototypical forms, or some combination thereof. These are: 

· Total Effort: The security function takes the sum of all effort expended as input.

· Weakest Link: The security function takes the minimal effort expended as input.

· Best Shot: The security function takes the maximal effort expended as input.

The user of the model must determine what the correct function is.  This determination may or may not be easy; in any case, guidance is needed about what kinds of simplifications or approximations of a real-world function result in approximately correct outputs, and which render the model invalid. At the other extreme, guidance is needed about how complex the function can be made without rendering the model computationally intractable. 

Quantity to be optimized. The games used in this model have equilibrium points for the set of individual strategies, where each agent is trying to optimize its own net benefit.  However, the model is not intended to be used by individual players to calculate how much effort to expend.  Rather, it is intended to be used to compare the equilibrium strategies with the distribution of expenditures that would result if the social good (defined as the total net benefit, summed over all players) were optimized.  That sum is one function a policy maker might wish to optimize.  The model can equally well be used to explore the distribution of expenditures that result from optimizing other sets of interests.  

The outputs from the game-theoretic model are:

· Equilibrium strategies giving optimal expenditures for each player

· Comparisons between equilibrium strategies produced by optimizing different functions

· Policies that will make the equilibrium strategies for two different optimization functions equal

Discussion of outputs:

Comparison of different optimization functions.  As noted above, functions can be chosen to represent any combinations of interests. The resulting expenditure distributions can be compared.  Suppose a policy-maker wishes to optimize over a function F, and there is a gap between F and the Nash equilibrium (where each player optimizes its own net benefit).  The model may be used to explore policies that impose new costs and/or benefits, in order to eliminate the gap.   The output is not the actual equilibrium strategies with dollar amounts attached; rather, the output is a comparison among optimization functions.

Policies. The model enables the user to explore various policy types derived from standard legal models (fines, liability, negligence, due diligence).  Some of the policies that work mathematically may be entirely unworkable from a practical point of view. For example, one policy considered in Varian’s paper makes the player with the lowest marginal cost of effort pay a fine if the system fails, while the others pay nothing. This policy might well violate some players’ sense of fair play to the point that they withdraw from the game.  One of the authors of this paper once heard a talk, delivered in all seriousness by a professional ethicist, arguing that the best and most cost-effective way to reduce crime would be to sell permits allowing people to commit individual crimes, priced according to the severity of the crime. It need hardly be said that the audience was unreceptive, and not because of flaws internal to the game-theoretic argument.

The assumptions made by the game-theoretic model are:

Assumptions about the security function
· Security, or expected security, is an increasing function of resources expended.

· In particular, if no resources are expended, security will not worsen.

· The security function is continuous and differentiable.
Other assumptions
· The resources available to any individual or organization to spend on information security have a finite upper bound. 
· A decision about security investment can be made by looking at the security environment at a single moment in time.  (The game is a single round, whether simultaneous or sequential.)

· Every additional dollar (or unit of effort) spent yields the same amount of additional security. 

· System failure is Boolean: Either the system is working, or it has failed. That is, the model does not allow for degrees of failure. 

· All individual agents have perfect information. In particular, each individual knows the costs and payoffs of all agents involved. In addition, each agent relies on the same security function in calculating optimal investment.

· Public or Social Good is optimized when the total net benefit, summed over all agents, is maximal.

Discussion of assumptions:

Finite upper bound on resources. This assumption effectively limits the model to scenarios where no player has resources incomparably greater than the rest. 

Security investments made on the basis of a one-time snapshot of the security environment.  This assumption is common to the game-theoretic model and the Gordon and Loeb model. The same comments apply. 

Every dollar buys the same amount of security. By contrast, the Gordon and Loeb accounting model assumes that the marginal value of additional investment decreases as the total investment increases: The more money you spend, the less you get for it. The difference between these two assumptions highlights the importance of getting the security function right.  Gordon and Loeb’s results would be meaningless if the marginal value of additional security investment were constant, as is assumed here.
System failure is Boolean. This assumption limits the applicability of the model to scenarios where failure does not happen in degrees: Either the system works, or it crashes.  In most real-world situations, the resources expended to prevent total failure also serve to mitigate the damage.  For the insights derived from the model to be applicable, the costs and benefits associated with both lower levels of failure and total system failure must be taken into account. 
The game is a perfect information game.  This assumption is rarely true in the real world; depending on how reasonable an approximation the perfect information assumption is to the real-world situation under consideration, the model may have to be extended to a game without perfect information in order to be applicable. 

The public good is equal to total net benefit. The public good can be measured in a variety of ways.  Here it is assumed to be measured by the sum of the payoffs for all players, less the sum of all costs.  There may be other definitions preferred by decision-makers in some situations.  For example, it may be desirable to maximize the minimum net benefit, to minimize the difference between the minimum and maximum net benefits, or to maximize the average net benefit.  A decision-maker applying the model should make a conscious choice about which function to use to represent the public good.  In most cases, the model can accommodate an alternate function, but it should be checked to make sure. 

Decisions the game-theoretic model supports:

· How to structure policies imposing cost penalties and incentives to maximize a particular set of interests.

Discussion: The model can be used to show how optimizing different sets of interests results in different distributions of investment levels in support of a system.  It can also test strategies for altering costs and benefits to change those outcomes. Policy-makers can use the model (provided its assumptions are met) to determine how to structure penalties and incentives. Determining actual amounts of penalties and incentives would require accurate estimates of existing costs and benefits.
Applicable domain of the game-theoretic model:

The model may be used to explore penalty and incentive strategies to further the interests of any subset of a group of agents all of whom benefit from the successful operation of a system, and contribute varying amounts to support it. 

As with the accounting model, it is difficult to find empirical data as evidence that the game-theoretic model accurately represents the phenomena of interest.  We have seen how many of the model’s assumptions (such as perfect information) may be unrealistic, and we do not know the game-theoretic model’s sensitivity to attempts to relax them. In addition, the dependence on the security function must be tested using a variety of sensitivity analyses. Moreover, it is not clear whether every situation can be described as a single system, as required by the model. 
Summary of Game-theoretic Model Characteristics

The game-theoretic model is intended to explore situations in which a system is supported and used by a number of individual players whose interests do not necessarily coincide.  Given assumptions about the shape of the security function relating security spending to increased security (or reduced vulnerability), the game-theoretic model may be used to understand what kinds of situations result in an undesirable distribution of expenditures and benefits.  The model provides a way to capture what a desirable distribution would look like.  As with the accounting model, the usefulness of the game-theoretic model depends critically on the shape of the security function.  If data are not available to determine what the real security function looks like, the model’s insights are not applicable.   An additional requirement is philosophical rather than empirical.  The desirability of a distribution of expenditures and benefits is an expression of whose interests, or what group’s interests are served, and how they are best served. The desirability is not always a matter of consensus, and it is non-trivial to formulate. The law of unintended consequences operates forcefully in this domain. 
Input/Output Model
Our discussion of the input/output model is necessarily much more general than our discussion of the accounting and game-theoretic models.  The input/output model is presented speculatively as an illustration of how research into the effect of intellectual property theft on the U.S. economy might profitably be conducted.  A great deal of economic data is available to feed an input/output model of the U.S. economy, but much of the data required for this specific use of input/output modeling does not yet exist.  In addition, since the model is macro-economic and global, there are many extra-economic factors (e.g., politics and culture) affecting the domain under investigation. 
The underlying model used by Andrijcic and Horowitz is a Leontieff linear equilibrium model of the U.S. economy. (Leontieff, 1951) Santos and Haimes have adapted a general input/output model to investigate the “inoperability” caused by reduction in demand due to terrorism.  (Santos and Haimes, 2004) “Inoperability” is defined as the “level of a system’s dysfunction expressed as a percentage of its ‘as-planned’ production capacity.” 

The Leontieff input/output model represents the interdependence of all sectors of the U.S. economy, expressed in terms of each sector’s demand for the output of other sectors, and production output that is supplied to other sectors.  It is an equilibrium model, meaning that it represents the static case where supply is equal to demand.  The model makes use of data from the U.S. Bureau of Economic Analysis, which compiles and periodically publishes data describing the relationships among the sectors.

The model is linear. Santos and Haimes posit a perturbation in demand for the products of one or more sectors, and then solve to determine the resulting economic loss.  They restrict themselves to a scenario where the direct result of terrorism is a reduction in demand.  This approach assumes that terrorism’s effect on the economy is primarily due to the fear it causes, leading to reduced demand.  For example, after the terrorist attacks on September 11, 2001, demand dropped dramatically in the commercial aviation sector.  They do not model effects on production caused by direct destruction of infrastructure or production facilities.

In the inoperability model, the model may be used to investigate the interactions among sectors of the U.S. economy for a range of input parameters.  The model suffers from an assumption underlying all linear models: that changes in inputs and outputs are small and bounded with respect to the absolute values of the input parameters. In general, ten percent is the maximum perturbation that can be considered valid in a linear system context, absent other information regarding the dynamics of the system.  Santos and Haimes investigate what happens if there is a ten percent reduction in demand for the air transportation sector. 

Andrijcic and Horowitz combine the Santos-Haimes interoperability model with two others.  The domain they are investigating is the interdependence of U.S. firms and their international supply chains. Many of these supply chains are in countries that are commonly the source of intellectual property theft.   The premise of the model is that due to probability of theft of intellectual property, there is increased risk that U.S. firms will lose market share to international competitors, and that these losses will be long-lasting. 

The first component added to the input/output model is a model of the equity of major private sector firms in a particular sector. The authors assume that  the loss of intellectual property will result in a loss of equity in U.S. based firms. The equity model calculates the average market capitalization of a firm in a particular sector and uses that as a proxy for average loss due to the theft of intellectual property.  The argument is that a publicly released theft of intellectual property will reduce the long term earning prospects of the firm and lead to a loss of equity value. 

The second component is a foreign market share multiplier, quantifying how much of the world market in a particular sector already resides in a foreign country.  Andrijcic and Horowitz. caution that both of these additional models are preliminary and require additional analysis and validation.

An additional component of the model is an Espionage Propensity Factor (EPF), quantifying the likelihood that a particular country will engage in corporate espionage. The EPF is dependent on a number of parameters, including foreign market share, the imports and exports in a sector, and the supply base for U.S. firms in a particular sector.

Using these components, the input/output model is used to identify sectors that are vulnerable to intellectual property theft. For these sectors, Andrijcic and Horowitz calculate the loss to the U.S. in terms of the equity that U.S. firms lose to foreign firms.

All macro-economic models involve enormous simplifications in order to arrive at usable representations.  They are consequently poor at making predictions.  Since this model involves assumptions about the propensity of firms in other countries to commit certain kinds of crimes, as well as assumptions about the behavior of the public in light of information about theft, there are many relevant factors that either cannot be measured or are exceedingly difficult to measure (or even to perceive).  The usefulness of such a model is primarily to identify, in general terms, which sectors are most likely experience losses due to intellectual property theft, assuming that international patterns of theft remain more or less constant.

Conclusion

As industry and government seek ways to balance investment in cyber security with other demands on resources, decision support tools and techniques are needed to frame the problem and convey important information and relationships. Many of the tools and techniques rely on underlying models.  Since any model is suitable for some purposes but not others, we have presented principles and a framework with which each model can be evaluated. Using accounting, game-theoretic and input/output models as examples, we have shown how the principles and framework can be employed.  Such an evaluation can not only suggest the appropriateness of each model but also highlight where new or modified models are needed for addressing gaps or additional uncertainties.  This work is preliminary; we plan to extend the use of the principles and framework to a large set of cyber security economics models, to help depict the landscape of models available to decision-makers. At the same time, we are investigating the utility of existing datasets that inform the models. Because a model is useless without good data, it may be necessary to simplify and tailor the models to the available data, rather than build more elaborate models for which data are neither representative nor credible.
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� The system boundary allows the reader to understand each activity included in the model, and the inputs and outputs associated with each activity.  That is, it defines the scope of the model, enabling the reader to determine what is included in the model and what is excluded from the model’s consideration. 
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